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Background
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Scope

NO CERTIFICATION
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CORETRUSTSEAL
CoreTrustSeal is the certification organisation launched by the World Data System
of the International Science Council (WDS) and the Data Seal of Approval (DSA).
CoreTrustSeal offers to any interested data repository a core level certification
based on the DSA–WDS Core Trustworthy Data Repositories Requirements
catalogue and procedures (see ref. [1], [2] of this document).

This requirements catalogue is the result of the joint effort between DSA and
WDS under the umbrella of the Research Data Alliance to merge their data
repositories certifications. The requirements reflect the core characteristics of
trustworthy data repositories.

CoreTrustSeal is an international, community based, non-governmental, and non-
profit organisation committed in promoting sustainable and trustworthy data
infrastructures and in offering certification tools and services. For details see ref.
[3] of this document.

The CoreTrustSeal certification can be considered as the first step in a global
framework for repository certification which includes the extended level
certification (Nestor-Seal DIN 31644) and the formal level certification (ISO
16363).

0. Context R0
1. Mission/Scope R1
2. Licenses R2
3. Continuity of access R3
4. Confidentiality/Ethics R4
5. Organizational 
infrastructure R5
6. Expert guidance R6
7. Data integrity and 
authenticity R7
8. Appraisal R8
9. Documented storage 
procedures R9
10. Preservation plan R10
11. Data quality R11
12. Workflows R12
13. Data discovery and 
identification R13
14. Data reuse R14
15. Technical infrastructure R15
16. Security R16

List of CoreTrustSeal Requirements
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CORETRUSTSEAL - ISA
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CORETRUSTSEAL – ISA OUTCOMES



7

CORETRUSTSEAL – ISA FINAL REPORT
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ISO 16363
ISO 16363:2012 defines a recommended practice for assessing the trustworthiness of digital repositories. It is applicable
to the entire range of digital repositories. ISO 16363:2012 can be used as a basis for certification.

List of ISO 16363 Control Areas

3.1 GOVERNANCE AND ORGANIZATIONAL VIABILITY 
3.2 ORGANIZATIONAL STRUCTURE AND STAFFING 
3.3 PROCEDURAL ACCOUNTABILITY AND PRESERVATION POLICY FRAMEWORK 
3.4 FINANCIAL SUSTAINABILITY 
3.5 CONTRACTS, LICENSES, AND LIABILITIES 
4.1 INGEST: ACQUISITION OF CONTENT 
4.2 INGEST: CREATION OF THE AIP 
4.3 PRESERVATION PLANNING 
4.4 AIP PRESERVATION 
4.5  INFORMATION MANAGEMENT 
4.6  ACCESS MANAGEMENT 
5.1 TECHNICAL INFRASTRUCTURE RISK MANAGEMENT 
5.2  SECURITY RISK MANAGEMENT 
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ISO 16363 - ISA
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ISO 16363 – ISA OUTCOMES
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ISO 16363 – ISA FINAL REPORT
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OAIS – Open Archival Information System
OAIS is an Archive, consisting of an organization, which may be part of a larger organization, of people and systems

that has accepted the responsibility to preserve information and make it available for a Designated Community.

Functional Key Terms:
• Producers: people, organizations or systems that provide 

the information to be preserved
• Managers: those who establish and are responsible for 

conservation policies and procedures
• Consumers: people, organizations or systems that interact 

to find and use the information stored

Three kind of Information Package:
• SIP – Submission Information Package: negotiated and accepted 

by the Producers
• AIP – Archival Information Package: information package for 

preservation management
• DIP – Dissemination Information Package: package of 

information provided to Consumer subjects
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OAIS – Functional Mapping
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